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[bookmark: _Toc532891698]5.8.2.2	UE IP Address Management
[bookmark: _Toc532891699]5.8.2.2.1	General
The UE IP address management includes allocation and release of the UE IP address as well as renewal of the allocated IP address, where applicable.
The UE sets the requested PDU Session Type during the PDU Session Establishment procedure based on its IP stack capabilities as follows:
-	A UE which supports IPv6 and IPv4 shall set the requested PDU Session Type according to UE configuration or received policy (i.e. IPv4, IPv6, or IPv4v6).
-	A UE which supports only IPv4 shall request for PDU Session Type "IPv4".
-	A UE which supports only IPv6 shall request for PDU Session Type "IPv6".
-	When the IP version capability of the UE is unknown in the UE (as in the case when the MT and TE are separated and the capability of the TE is not known in the MT), the UE shall request for PDU Session Type "IPv4v6".
The SMF selects PDU Session Type of the PDU Session as follows:
-	If the SMF receives a request with PDU Session Type set to "IPv4v6", the SMF selects either PDU Session Type "IPv4" or "IPv6" or "IPv4v6" based on DNN configuration and operator policies.
-	If the SMF receives a request for PDU Session Type "IPv4" or "IPv6" and the requested IP version is supported by the DNN the SMF selects the requested PDU Session type.
In its answer to the UE, the SMF may indicate the PDU Session Types not allowed for the combination of (DNN, S-NNSAI). In this case, the UE shall not request another PDU Session to the same (DNN, S-NNSAI) for PDU Session Types indicated as not allowed by the network. In the case that the initial PDU Session was established with a PDU Session Type and the UE needs another single IP version PDU Session Type, the UE may initiate another PDU Session Establishment procedure to this (DNN, S-NNSAI) in order to activate a second PDU session with that PDU Session Type.
An SMF shall perform IP address management procedure based on the selected PDU Session Type. If IPv4 PDU Session Type is selected, an IPv4 address is allocated to the UE. Optionally a 5GS may support allocation of multiple IPv4 addresses for a PDU Session. Similarly, if IPv6 PDU Session type is selected, one or morean IPv6 prefix(es) and one or more IPv6 address(es) may be is allocated., depending on what mechnamisms are supported in the UE and the network. If IPv4v6 PDU Session Type is selected, both an IPv4 address(es) and an IPv6 prefix/addresses may be are allocated. For Roaming case, the SMF in this clause refers to the SMF controlling the UPF acting as IP anchor point. i.e. H-SMF in home routed case and V-SMF in local breakout case. For home routed case, V-SMF forwards the PDU Session Type requested by UE to H-SMF without interpreting it. V-SMF sends back to UE the PDU Session Type selected by H-SMF. The SMF shall process the UE IP address management related messages, maintain the corresponding state information and provide the response messages to the UE. In the case that the UE IP address is obtained from the external data network, additionally, the SMF shall also send the allocation, renewal and release related request messages to the external data network and maintain the corresponding state information.
The 5GC elements and UE support the following mechanisms:
a.	During PDU Session Establishment procedure, the SMF sends the IP address to the UE via SM NAS signalling. The IPv4 address allocation and/or IPv4 parameter configuration via DHCPv4 (according to RFC 2131 [9]) can also be used once PDU Session is established. Further details of IPv4 address allocation using DHCPv4 are described in clause 5.8.2.2.W.
b.	/64 IPv6 prefix allocation shall be supported via IPv6 Stateless Auto-configuration according to RFC 4862 [10], if IPv6 is supported. The details of Stateless IPv6 Address Autoconfiguration are described in clause 5.8.2.2.3. IPv6 parameter configuration via Stateless DHCPv6 (according to RFC 3736 [14]) may also be supported.
c.	IPv6 address allocation using DHCPv6 may be supported for allocating individual /128 IPv6 address(es) for a PDU Session. The details of IPv6 address allocation using DHCPv6 are described in clause 5.8.2.2.X.
d. 	IPv6 Prefix Delegation using DHCPv6 may be supported for allocating additional IPv6 prefixes for a PDU Session. The details of Prefix Delegation are described in clause 5.8.2.2.Y.
The mechanisms in a is applicable for IPv4 and IPv4v6 PDU Sessions types and the mechanisms in b, c and d are applicable for IPv6 and IPv4v6 PDU Session types.  
To allocate the IP address via DHCPv4, the UE may indicate to the network within the Protocol Configuration Options element that the UE requests to obtain the IPv4 address with DHCPv4, or obtain the IP address during the PDU Session Establishment procedure. This implies the following behaviour both for static and dynamic address allocation:
-	The UE may indicate that it requests to obtain an IPv4 address as part of the PDU Session Establishment procedure. In such a case, the UE relies on the 5GC network to provide IPv4 address to the UE as part of the PDU Session Establishment procedure. 
-	The UE may indicate that it requests to obtain the IPv4 address(es) after the PDU Session Establishment procedure by DHCPv4. That is, when the 5GC network supports DHCPv4 and allows that, it does not provide the IPv4 address for the UE as part of the PDU Session Establishment procedure. The network may respond to the UE by setting the allocated IPv4 Address to 0.0.0.0. After the PDU Session Establishment procedure is completed, the UE uses the connectivity with the 5GC and initiates the IPv4 address allocation on its own using DHCPv4. However, if the 5GC network provides IPv4 address to the UE as part of the PDU Session Establishment procedure, the UE should accept the IPv4 address indicated in the PDU Session Establishment procedure.
-	If the UE sends no IP Address Allocation request, the SMF determines whether DHCPv4 is used between the UE and the SMF or not, based on per DNN configuration.
When IPv4 address is allocated during PDU Session Establishment procedure, a single IPv4 address is provided to the UE via SM NAS signalling.
If dynamic policy provisioning is deployed, and the PCF was not informed of the IPv4 address at PDU Session Establishment procedure, the SMF shall inform the PCF about an allocated IPv4 address(es). If the an IPv4 address is released, the SMF shall inform the PCF about the de-allocation of an IPv4 address.
In order to support DHCP based IP address configuration, the SMF shall act as the DHCP server towards the UE. The PDU Session Anchor UPF does not have any DHCP functionality. The SMF instructs the PDU Session Anchor UPF serving the PDU Session to forward DHCP packets between the UE and the SMF over the user plane.
When DHCP is used for external data network assigned addressing and parameter configuration, the SMF shall act as the DHCP client towards the external DHCP server. The UPF does not have any DHCP functionality. In the case of DHCP server on the external data network, the SMF instructs a UPF with N6 connectivity to forward DHCP packets between the UE and the SMF and the external DHCP server over the user plane.
The IP address/prefix is released by the SMF upon release of the PDU Session.
The 5GC may also support the allocation of a static IPv4 address and/or a static IPv6 prefix based on subscription information in the UDM or based on the configuration on a per-subscriber, per-DNN basis and per-S-NSSAI.
If the static IP address/prefix is stored in the UDM, during PDU Session Establishment procedure, the SMF retrieves this static IP address/prefix from the UDM. If the static IP address/prefix is not stored in the UDM subscription record, it may be configured on a per-subscriber, per-DNN and per-S-NSSAI basis in the DHCP/DN-AAA server and the SMF retrieves the IP address/prefix for the UE from the DHCP/DN-AAA server. This IP address/prefix is delivered to the UE in the same way as a dynamic IP address/prefix. It is transparent to the UE whether the PLMN or the external data network allocates the IP address and whether the IP address is static or dynamic.
For IPv4 or IPv6 or IPv4v6 PDU Session Type, during PDU Session Establishment procedure, if UE IP address/prefix was not already allocated and provided to PCF, the SMF may receive a Subscribers IP Index from the PCF, the SMF may use this to assist in selecting how the IP address is to be allocated when multiple allocation methods, or multiple instances of the same method are supported. In the case of roaming, it is the SMF controlling the UPF acting as IP anchor that is responsible for IP allocation, therefore it is this SMF that may receive the IP index from the PCF (in its own network).
[bookmark: _Toc532891700]5.8.2.2.2	Routing rules configuration
When the UE has an IPv6 multi-homed PDU Session the UE selects the source IPv6 prefix according to IPv6 multi-homed routing rules pre-configured in the UE or received from network. IPv6 multi-homed routing rules received from the network have a higher priority than IPv6 multi-homed routing rules pre-configured in the UE
The SMF can decide the IPv6 multi-homed routing rules for a UE based on local configuration or dynamic policy received from the PCF as defined in TS 23.503 [45]. The SMF can send IPv6 multi-homed routing rules to the UE to influence the source IP prefix selection in IPv6 Router Advertisement (RA) messages according to RFC 4191 [8] at any time during the lifetime of the IPv6 multi-homed PDU Session. Such messages are sent via the UPF.
NOTE:	For multiple IPv4 PDU Session and multiple IPv6 PDU Session cases, routing rule based PDU Session selection is not specified in this Release of the specification.
[bookmark: _Toc532891701][bookmark: _Hlk497937312]5.8.2.2.3	The procedure of Stateless IPv6 Address Autoconfiguration
If Stateless IPv6 Address Autoconfiguration is used for IPv6 address allocation to the UE, after PDU Session Establishment the UE may send a Router Solicitation message to the SMF to solicit a Router Advertisement message. The SMF sends a Router Advertisement message (solicited or unsolicited) to the UE. The Router Advertisement messages shall contain the IPv6 prefix.
After the UE has received the Router Advertisement message, it constructs a full IPv6 address via IPv6 Stateless Address Autoconfiguration in accordance with RFC 4862 [10]. To ensure that the link-local address generated by the UE does not collide with the link-local address of the UPF and the SMF, the SMF shall provide an interface identifier (see RFC 4862 [10]) to the UE and the UE shall use this interface identifier to configure its link-local address. For Stateless Address Autoconfiguration however, the UE can choose any interface identifier to generate IPv6 addresses, other than link-local, without involving the network. However, the UE shall not use any identifiers defined in TS 23.003 [19] as the basis for generating the interface identifier. For privacy, the UE may change the interface identifier used to generate full IPv6 address, as defined in TS 23.221 [23] without involving the network. Any prefix that the SMF advertises to the UE is globally unique. The SMF shall also record the relationship between the UE's identity (SUPI) and the allocated IPv6 prefix. Because any prefix that the SMF advertises to the UE is globally unique, there is no need for the UE to perform Duplicate Address Detection for any IPv6 address configured from the allocated IPv6 prefix. Even if the UE does not need to use Neighbor Solicitation messages for Duplicate Address Detection, the UE may, for example, use them to perform Neighbor Unreachability Detection towards the SMF, as defined in RFC 4861 [54]. Therefore, the SMF shall respond with a Neighbor Advertisement upon receiving a Neighbor Solicitation message from the UE.
The above IPv6 related messages (e.g. Router Solicitation, Router Advertisement, Neighbor Solicitation, Neighbor Advertisement) are transferred between the SMF and UE via the UPF(s).
5.8.2.2.X	IPv6 Address Allocation using DHCPv4
If DHCPv4 is used to allocate IPv4 address(es), after the PDU Session is established, the UE initiates DHCPv4 procedure to request IPv4 address. 
For scenarios where the UE is acting as RGs, the SMF may receive multiple DHCPv4 requests for a single PDU Session. In such case the SMF may be able to allocate multiple IPv4 addresses for the PDU Session. If the SMF is only capable of allocating a single IPv4 address per PDU Session, only the first DHCPv4 request for a PDU Session will result in an IPv4 address allocation. 
NOTE: 	The SMF can receive multiple DHCPv4 requests for a single PDU Session if the UE acts as a DHCP relay for devices behind the UE.
When allocation of multiple IPv4 addresses using DHCPv4 is supported for a PDU Session, the SMF allocates a subnet for the PDU Session at PDU Sesison Establishment. The individual IPv4 addresses provided to as part of DHCPv4 procedure are then allocated from that subnet, and the corresponding subnet mask is provided in the DHCP message to the UE. The SMF determines the maximum size of the subnet for a PDU Session to a specific DNN and S-NSSAI based on subscription data and local configuration. For statically assigned subnets, the subscription data in UDM for a DNN and S-NSSAI includes a subnet prefix and a subnet mask. When a subnet is allocated for the PDU Session, the SMF provides the subnet description (IP address and subnet mask) to the PCF instead of individual address(es).
5.8.2.2.Y	IPv6 Address Allocation using DHCPv6
Optionally, and instead of using Stateless IPv6 Address Autoconfiguration, individual 128-bit IPv6 address(es) may be assigned to a PDU Session. This option is only applicable to UEs acting as RGs.
In this case, after PDU Session Establishment, the SMF sends a Router Advertisement message (solicited or unsolicited) to the UE (RG). The SMF shall set the Managed Address Configuration Flag (M-flag) in the Router Advertisement messages to indicate to the UE (RG) that IPv6 Address allocation using DHCPv6 is available, as described in RFC 4861 [54]. In that case the IPv6 address of the UE is allocated using DHCPv6 Identity Association for Non-temporary Addresses (IA_NA) and mechanisms defined in RFC 3315 [XX]. The SMF may provide the requested IPv6 address from a local pool or use an external server to allocate the IPv6 address, as described in clause 5.8.2.2.1. 
The UE may send a Router Solicitation message to the SMF to solicit a Router Advertisement message.
When using DHCPv6 address allocation, a prefix (e.g. /64) may be allocated for the PDU Session at PDU Session Establishment from which the /128 addresses are selected. The SMF determines the size of the prefix for a PDU Session to a specific DNN and S-NSSAI based on subscription data and local configuration. The individual /128 address(es) provided to the UE as part of DHCP IA_NA procedure are then selected from the prefix allocated to the PDU Session. For statically assigned prefix, the subscription data in UDM for a DNN and S-NSSAI includes the prefix. Alternatively, individual 128-bit address(es) are allocated for the PDU Session without allocating a prefix to the PDU Session and provided to the UE (RG) as part of DHCP IA_NA procedure. 
When a prefix is allocated to the PDU Session, the SMF provides the prefix to the PCF instead of each /128 address. When individual /128 address(es) are allocated without allocating a prefix to the PDU Session, the SMF provides the /128 bits address(es) to PCF. Whether the SMF allocates a prefix for the PDU Session or individual 128-bit addresses is transparent to the UE.
In case Prefix Delegation (as described in clause 5.8.2.2.Y) is also supported, a UE may send both DHCP options for IA_NA and IA_PD together in a single DHCPv6 message. An SMF may provide a reply to both IA_NA and IA_PD in the same message or alternatively process the DHCPv6 IA_NA before the DHCPv6 IA_PD.
The UE may issue multiple different IA_NA related DHCP requests within the same PDU Session.
NOTE: 	This is applicable if the UE acts as a DHCP relay for devices behind the UE, e.g. in case the UE is an RG.
In this release of the specifications, a PDU Session where DHCPv6 address allocation applies cannot use IPv6 multi-homing mechanisms.


[bookmark: _Toc517081238]5.8.2.2.Z	IPv6 Prefix Delegation via DHCPv6
Optionally a single network prefix shorter than the default /64 prefix may be assigned to a PDU Session. 
If IPv6 stateless autoconfiguration is used, the /64 default prefix used for IPv6 stateless autoconfiguration will be allocated from this network prefix; the remaining address space from the network prefix can be delegated to the PDN connection using prefix delegation after the PDU Session establishment and IPv6 prefix allocation via IPv6 stateless address autoconfiguration as defined in clause 5.8.2.2.3. In this case the address space provided is maintained as an IPv6 address space pool available to the PDU Session for DHCPv6 IPv6 prefix requests with the exclusion of the IPv6 prefix that is allocated to the PDU Session using stateless IPv6 address allocation. The total IPv6 address space available for the PDU Session shall be possible to aggregate into one IPv6 prefix that will represent all IPv6 addresses that the UE may use. If the UE had indicated that it supports prefix exclusion and the prefix to be delegated to the UE includes the /64 prefix that was allocated to the PDU Session, the SMF shall utilise the prefix exclusion feature as specified for DHCPv6 Prefix Delegation in IETF RFC 6603 [YY].
The SMF may provide the requested IPv6 address from a locally provisioned pool or use an external server to allocate the IPv6 address, as described in clause 5.8.2.2.1.
The SMF determines the maximum size of the prefix that may be allocated for the PDU Session based on subscription data and local configuration. 
If stateless IPv6 address autoconfiguration procedure is used, the UE uses DHCPv6 to request additional IPv6 prefixes (e.g. prefixes in addition to the default prefix) from the SMF after completing stateless IPv6 address autoconfiguration procedures. If IPv6 address allocation using DHCPv6 is used, the UE may include a request for a delegated prefix (IA_PD) together with a request for an IPv6 address (IA_NA) or request a delegated prefix after being assigned an IPv6 address using IA_NA. 
The UE acts as a "Requesting Router" as described in RFC 3633 [ZZ] and inserts one or more IA_PD option(s) into a DHCPv6 Solicit message sent from the UE to the SMF via the user plane. The SMF acts as the DHCP server and fulfils the role of a "Delegating Router" according to RFC 3633 [ZZ]. The UE optionally includes the RAPID_COMMIT option in the DHCPv6 Solicit message to trigger two-message DHCPv6 procedure instead of the four-message DHCPv6 procedure. The UE shall include OPTION_PD_EXCLUDE option code in an OPTION_ORO option to indicate support for prefix exclusion. In response to the DHCPv6 Solicit message, the UE receives a DHCPv6 Reply message with one or more IA_PD prefix(es) for every IA_PD option that it sent in the DHCPv6 Solicit message. The SMF delegates a prefix excluding the default prefix with help of OPTION_PD_EXCLUDE. Prefix exclusion procedures shall follow IETF RFC 6603 [YY].
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